MALWARE SITE INFORMATION: 09-16-2009
Here are some screen shots that show you the sequence of events that a visitor to several of our sites
experienced. Upon hitting one of the sites that have been infected, the first alert page that pops up
immediately after the malware site shuts down your internet explorer is:

Windows Internet Explorer PS__<|

i ? Warning!!! Your system requires immediate anti viruses scan! Tokal Secority can perform Fast and free virus and
malicious software scan of wour computer |,

| K | [ Cancel

Then, it opens a new internet explorer window to this known MALWARE site.

http://delete-all-virus05.com/scanl/?pid=180s3&engine=%3DnW09jDuMzIzLjM3LjEXNCZ0aW1lIPTE
yNTEXNKANNAKM

This web page is animated and to look like you are running a virus sweep and successfully locating many
virus or malware infections. THIS IS ONLY A WEB PAGE attempting to fool the visitor. When the visitor
attempts to click on the close box(X) (which has been disabled) or Cancel, this message pops up

Windows Internet Explorer PS_<|

Your computer remains infected by threats! They might lead to data loss and files and folder list damage, and needed

9
\‘f/ ko be heal as soon as passible,

Return to Total Security and download it secure bo your PiC

[ ok | [ Cancel

And it opens a known MALWARE site and attempts to fool you into clicking on the incorrect button which
will allow the malware software to successfully download and start. This one even makes you think your
WINDOWS defender software is catching the virus. 1T IS NOT. Here are the windows and web browser
screens you may expect to see:
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The best way to cancel all of this is to start up your TASK MANAGER and delete anything running under
the APPLICATIONS window. Do not allow the download, if it has started to complete because it will

auto RUN upon completion.



File Download - Security Warning

Do you want to run or zave thiz file?

Mame: Soft_160s3.exe
Tupe: Application, 168KE

Fror:  delete-all-virus0s, com

Bun l ’ Save ] | Cancel

| . | While files from the Intemet can be useful, thiz file type can
# potentially harm vour computer. [F wou do nat trust the zource, do not
= runar save this software, what's the risk?

The best way to cancel all of this is to start up your TASK MANAGER and delete anything running under
the APPLICATIONS window. Do not allow the download, if it has started to complete because it will
auto RUN upon completion.



